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• EsecuHvs Hegistz? 

W ■ 


f — 


23 Sept 0 mb«r 1964 


The Honorable McGeorge Bundy 
%>eclaX Assiatant to the Preaident 
for NationaL Security A££airs 
The White House 
'Aaahingtm» O. C. 

T>ear Iviac: 

Attached is zny forziial reply la cwmection with 
audio surveillance and cmmternaea seres problems. I 
call your attention to State's position as regards the 
chairmanship of one of the ptarpontsd JSIB committees. 

£ have also attached a draft MSAM to irrplen'^ent 
the proposed recommendations. 

Faithfully yours. 


Marshall S. Carter 
Lieutenant General, USA 
Acting Director 


J^iSCiblp 

Distribution: 

Original - Addressee w/atts 
PFIAB 
DCl 

/ddci 

ExDir 

DDP 

DDS 

■ER - , . ■ ' ’ , ; 

NIPE 


MORI/CDF Pages 2 
thru 6. 


State Dept, review completed 
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23 September 1964 


FOE: M9G^rg<$ Btmdy 

Spmcml AMiiatent to tibs i'r««i4«aiS 


VBJSCti 


li.. 


Audio SurvoUlaunsO 9^ Coti9^irme3.i^urGe 
Probl«'Tts ISstitod M»Ms 

KfttsUigesio* Comm'aaity 

1 . iNisft'tojiuwlBJm fs^m F.4r. B*«c»dy to th# 
duklrmub U^lt94 5t*^» IskitoUigeAce 
3oajrd» dat«4 ZB Swam 1964 

Hi* Acttag Dixoctoi’ 
ol Cirntral iBioillf «ac«t 4&t«4 12 r:/ar«:h 
i944t* Mr. Boiiidy 

S. v?«=fi»iNMidBim igQtn Mt, to 

Utr«cto* C«otr^ laiailligme* md Vm 
IHvocte* «f t&« £>*fan»»« lntsUigooc* 
Ag*»ey, dadmd 1 Qatolwr lffe 3 


1 . Tibi* TmTeimta»^n% it ia t» tiuit |p«un of th« 

poaultimolo i»o«aigr*^ of voIomeoco (i ) wliidb voxiooot* '*e^r^inat«N^ 
pfoposalo Sow spocilic ooticNu to *elbl«vo . . . eoox^tMtteo «£ th« 
latoUisoao* eo^rimwidiy^s roteatoo* auid e&polil£btto« lor roiMNorcb 
mad d«voiO| 7 'mttat« and t^rat&o»sS ap^li^ttoo ai oadlo oorvotilajaeo 
coUoctioa 4 »o 4 c<MMtorm«a*8r«s toebai^voo. * Rooptmoe <N> oth«r 
j^rtitma of roforooco <t ) art its proparaM^ awd will i>o forwarded 
ftoparately* 

2. Tb« txa^imad la paragaa-fb S baroia lurre 

humn cimaarrod. ta by tfee P1A» Hie Ot&,G& of Ho Diroeter of IJafeaea 
Resear^ asdi EagiaaeiHag (£or tb« OSI>|r Ibo Army, Mavy aad Air 
i'avea* The FBS taiorpoaee ao objection to Ho roeo? aimaadaldma. 

Tbe l-^partmoat of SIrdo dott^s am concur ta part* of reeommonHttioa 
Sc. A i^sawatiag taoix^raadam fro"''<-i StiHe ie attacbodU 


DIA review(s) 
completed. 
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3. TIIU9 »«urviiijUiuace and 

tan mm/ tm4 b«4m utd^at ctwilnuiiig 

••idjr flaw# irttcaifi ol {%U Ccartata modiftcatim* of 

fiMBT ta mtltraaoi (21 bav« t»&en -mtrkmd. 

mttA&m. ol'llda ffteid/ and ^ hatmien and among 

^ ii^rasied mad agiMM^c* 

4. Th« foUopwlag lUacaa^M i» ^metiamA !• tifta f^vobt»ms: 

a. AwHe rnarmSJOmmm tt&amtUmtd 

A«iia ia and ov»M«as in aa^kMaga 

and okMadkHrtkM o»»torijalilllg«ae« opaaalioaa b/ tha CUi ait4 
lay tius nodlUainr teUUlgoaca «irrieaa. U I# alaa «««d c»v«r»«a» 
by tim mS^tturf nwlcam la Mcaaity and cirimiaal layaatlgatt««* 
affactiJi^t iba r^Ilta^y commwda. Do«aaadicaiJy 1* la «»a4 by 
tto« TBt mad tba oaUitaMry aa»ttcea la pwe&aUt ©f tbair t^laal^ma. 
omrnt aadt© (Aoaaatlat) ©oUa^oa UeiaA^nm an am^l©y«4 
by c©m{Miaa«U «Nf tlNi of Dmiman- 

No ooovdtattHcui probiom la oaconadortMt io tea oaert 
tMHi ol aadl© laebaHaaaiv or te teaia domaatle aao. Cooadlaatloa 
of owyaaaa Oiikli© aaftoaimi;© and claadaattaa o©aa*oriaikeUig«nce 
opavaliona falla aadar tea yjwrrlatena ©f N8C2I3 S. hx addittraa* 
aa« by mllttavy orgaaiaafimia «f aadlo a«onraUlaaca tewnimlttera 
U. tea paraalt of cirimlaal aad aaonaity invaattgattoaa ooaraaaa 
may at timoa |M»ao a Ukanad to aoaaitlva ©oyltHU^ga oparitftoaa 
ia tba aa«^ aaoa« aad vice vaaaa. Soma dagvaa of coaaoitatloa. 
la advlaabla te tsdoimlsa tela tiak. Proc^buroa for tlda 
o 4 Mkaaltiridon aira being 'wot'^md oot bat< va e m tiia OA aad DIA. 

b. Aadto anyvatllanca raaeaack and davelopm ^t* 

The mgl©© j^wblama la cocoaectlfm >»dte aadlo aaavoiliaace 
reawMrob #»4 developimiwat are; poaalbte laidaalapabie ik^Ueailoai 
iaaaraaca of isaadmnm efitecttviHWtaa ©f and p«^s€*io« 

of tiMi accisrlty «d advamcea in tel ccaatlon of a«iatpm«it aad 
teclud<|oaa aaltaMe fo* naa la twq^hwMtga or defaaaive counter- 
iatettigeace operatUma. Tb« ItM^Lverteid compromiao of thU 
eeciirity saay ^Ollfy tea e£tectiv»ae»» ©f «a active program and 
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is cAUe4 i&t* 

tbm F»d 9 rmi CUk^ th* D*p«Ttm«[il ol 

D«I«9um». muA the FBI mw9 ftm cmv^piomsAB 

la. thie Wtlle It Is cm^mI tiSkxt CIA «aul FBS snehMiaia 

lisieeeB «m ted^eel ^natts-re* upf teeentif dA mm& Dh>> 
eindlAV lieiectt pf^e^dbammt HoUf i^SbusHvs 
pK»M<dar«s for have ao4 f«I been eon^ete^i. 

c. Technlol, gjiyyettUmce ^t^nter^neaewie * 

£nek an^Hiey «f the U. S. Qevex«m<nai» having sensitive 
lastsitstione aaB ejevattiM 1ms a reafpoasiblltty fas pvotection 
oi tliojitv iwstaHaHees an4 tiseir |»avs«»MMil. Secaalty eompoosmts 
of these organUu^Uona it'-%alnlii4n F^rsennel who peviodicaily 
een^Bset technical taafeetiona to «a attempt to 4sier':’nine 
the inatoUatlaas are secns* from hestUe andllo 
{NBtitoaallan. A enheemmittee toe tottoaaai SecsoHlty Coimcit 
eaUe4 iliw MSC S^pHiciai Cemmiltee tm Teclostcal ^rvetUaaee 
Cenatovmeaetnms nsMter toe chairmanship at toe &epavtmeat 
of Slate» has hnen in enielence for several years. Represents* 
tives of Mtvesai a$«nuEiee 9i ton B.8. Cknrecnmnat. inciu4iag 
th» Ih^pnrtmeat i:^lease* FBt aai CIA alt as memhers ef 
iMs enmn^toae. In enMamanee 4^ith toe toewi la reessKl years 
to deal eito coattaitoRg jprcAlems naier meehaaieme ether toaa 
the Hattonai Sscarity Ce«wtil, 1 believe ttmee tonctioois shnnM 
bn hranght ntaier toe Unitnd^ Btotos BiteUlgMce Beard. Under 
active hslttligeaee ap<msoral|l|i» * closer mlntl^msMp cma 
bn nstahtitond msMsg and belvv^n ei»eratiQaat elements and 
tonne cnacemad eito research aatd ^velnpmenl ef cnaster* 
meaMjes e<$idl|i«»«st. 

d. Technical sorvemanen cswtoirmennnres research 
and deyalnpo^nt. 

I^btee several ds^rt^Tveats and agmetee toe U. S. 
GovernctMmt* iacln^ng D<M>, Stato» FBI and CEA» have 
legitimntn iaierests la ton betts «m«at ol s^pmeat and 
tnchaiqoea to defend againtt hostile audio sarvetUanee and 
p«netratl<m. I heltevs that the inosi effectiw» method of coping 
with toe pntofem is to dssigaate a central petal In toe 
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iat 0 Uif«ac« csurimmiitY v/ijcb wlU permit * coordiaM*4 
■ stwif of those highly techiiical p-r^lom*^ astd ooviow poo)p©s«d 

BM'D iloaigtted to rstoet thorn, 

5. It is tooomrttossdod 

A-udio sorooi lLajBtfo ooorstlcaui] 

^*****"‘**^'***"***^‘*^***~******OOlS<ISS—,^»~-*-‘««i*i,.i i«» — JOti—K'— !■■■ II— I I I 

(i) Ho addiMnoiil oulhcirtty or »ra»chitt«ry lo roquirod 
to oifoet cooshdiBatfooi of tho ooo of oodio tochal^^Mlo ia 
»apitmmg9 claodostiao coweriMriatollifonco ofioroltoasj 

(2> To tho dogroo fo^oirod to ovoid oadtto conflict 
hotwooa aoo>ioteUi|^eocs o^lltory oporoftcms and ooosltlvo 
•opionago oporottoaa, ClA yith tho 0IA. #fll esioblUk a 
moehaidsm for coasojLtatto» oa th# aso of ottilio sttrvoillaitco 
t«clu^<|i»is overseas. 

^ sarvoiUaacs reiwarcb a»id dovsWp Tiasat; 

The Clft .vlth the VIA £»r the Dapartynmat of J -efeiise, 
and <s4th the i'Vl, estahli^ practs^urea fisr th® aoordioati^' 
of rssoareh and devsio paew i l of aadlio saorveiUance etiiaipvivtaat 
and tsehalques suitable for use ia esjp4o»ag« and eiaodestiae 
cowat® riatelllgeace . 

**• Teghaioal sarvsmstiice counter meacures : 

The Katioaal he cur It f CocuK^tl S|»«cial Committee 
9& Xechai^l SurveiUaoce Coaatermeasuree be dis- 
established. The coordiaailoa of technical surveillance 
countermeasures and research and development activities in 
the couater-audto field •ycndd be stssljp'ied to the DCt as 
Chalri'nan of IISIB. Tht» b^HB would estahlish a amvt 
Countermeasures Comcalttee ©f the gSIB, to be chaired 
by CIAb and supported by two subcommittees; a Technical 
Hurveillaace Coimtermesaures Subcommittee to coordinate 
policy and. procedures and ettaMish stan<hsrd security 
practices lor the conduct of indoctrination of U. S. persoanelj 


•This Is point on .v-hich ^ate disagrees. 
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* R«ee«rch and DevelQ|»nMiit Subconiinittee to Inture a 
coordinated and aggreaai'ee program of research and 
deveiopmeat of advanced countersnrvelllaace eqidpment 
and techniqnes. Membership of the Countermeasures 
Committee and of its two subcommittees will consist 
of representatives of CIA, DIA, State. FBJh Army, Navy, 
Air Force and NSA, Other agencies may be invited to 
participate as appropriate. 


>.<larshail S. Carter 
JLieutenant General, USA 
Acting Director 

Attachment 

cc: President's Foreign hitelligence Advisory Board 


Distribution 

Orig & 1 - Addressee 
1 - PFIAB 
1 - State Dept 
1 - DIA 
1 - FBI 
1 - DCI 
^ - DDCI 
1 - ExDir 
1 - DDP 
1 - DDS 
1 - ER 
I - NIPE 

NIPE/TAParrott:mm/15 Sept 64 
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— cuave Hegistry 


RAFT 


ACYtOH-fslgMORAgCDgM HO, 

TO: Th« Secr«tlurf of 

TRo ikict«tm.Xf of Iso£eit*e ■ 

Tho Attor&oy Owkoroi 

Tbm Oiroctor of Cottiroi latoUigooeo 

»U3Jfe.CTJ Audio Sttrv«lli*i^iii muI Co^oiormoAoiuroo F»oblom» 
ithiit l ato tt i gojcgo Commcmitf 

I * diocovoftoo in tb«' ‘ loteow Smbassif h*v« ?n»de 

tt evoa Ji-soro impiortoat t&an feoiore to a»»ur« eo»ttnoed jjrogi^oo 
in cQofdiaotiOB o# th« i&t*liig«oc« iM£tivtti«8 lo 

tlie fioM of Audio »einiFoUl* 4 B«# Mkd moAsura* dooigaod to coiatatsir 
ftudio oiurvoillAiico. 

Z. Tli# folio Aing adoi^o A|g^p^©J^rl•t• Ua thla ctmaectioa: 

A. The Speolol Committee of tbe N«li«mAl Security 
Couacil. oa Technical Surveiilaiice Counter meature a i« 
hereby etiaaotved,r 

b. The Director of Central lnhellig«Be«» with the 
advice and aaalalance of tk« United Statea fotelllgettce 
Board <USIB), will be reefMnteibie for coordinatioti of 
technical eurveUlanee coantermeaeuree cowiucted by 
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» 


i»t«Utg«ftee comnivttitf# reeMrch Mtd <i«v«lop> 
*c^vit|«g iA th« cmmUtT*tmbot fi«td. Th» DQl, 

■ as© caae»ir*a«« of UaB, la to ««taMiafe ' 

•ad a gSaciflc chaxtar tot mn»w USiB comroitte# 

to oidilovo tate^agoacy ooot^mMao ia tiaago fial4«» 
S^>eonwaiittaa# Imi farmed a« opfrro|»ii«t«* 

c. XiM CIA arlU •atablleli pirocedGuros witti tba DIA 
tfae Dopottifmot of JD«f«aai and wilfe Om» FM* for &o 

caordiaatioa of rosoareh aaf derelopitioat iwT oiidio 
•arpaitlaaco owi techat^aog aaitablo for a«« 

in or^ioaago «ad clmi4«»ti«e coimterlatoUigoaco. 

d. TIm CIA aad wIA will eetabtiah a lOMcliaaiBm for 

OR Hio Rso e»l oodHlo gaiwoUlaac# tocfeaii^uoo by 

the military ia aoa*iatolltc«aee ittv»«li|^ttoaa ovarcoa«» 
to tlt« degroo roqaiWMd to avoid tmdifte riak to aoasitlvo 
sarvotUagbc* oofdmiago oporatit^. 

McGoorga B«a^f 

cc! i^r«atdoat*a Forol^ is^Uigoace Adviaory Board 

» 2 - 
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asecutiwe Hegisttv 




15 September 1964 

MEMORANDUl.t FOR: IHrecto* ol Central lateUigence 

SUBJECT: Audio Surveillance and Countermeasures 

Problems vidthia the Intelligence Community 


1. TMb memorandum contains a recommendation for the 
approval of the Director of Central intelligence. Such recommendation 
is contained in paragraph 9. 

2. There has been a loi^; history of attempts to reach agree- 
ment within the intelligence community the problem of coordination 
of audio surveillance a*wi countermeasures. The highlights of this 
v^ole process are listed below: 

a. McGeorge Bundy wrote a memorandum on October 7. 
1963, to the DCI and to the DIA asking for recommendations 
from the DCX, "la consultattea with the departments and 
agencies concerned. " 

b. It was impossible to reach agreement and it was 
decided to forward the CIA. position to Bimdy. This was done 
in a memorandum from the Acting DCI, 12 March 1964. 

State and DOD submitted dissenting recommendations in April, 


c. Bundy asked in June that the Chairman of USIB come 

up with coordinated proposals by 20 July 1964. It was impossible 
to meet this deadline. The FlAB then scheduled the item for 
its August 7 meeting. This part of the agenda was cancelled 
because of cooflictlng demands on the Board's time. 

d. Since then, the differences have been narrowed to 
one point, on which there is no possibility of voluntary 
agreement. 
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3. The CIA proposals of 12 1964 were: 

a. No additioaat authority or machinery required to 
effect coordination of clandestine operational activities. 

b. Research and devel<^ment on positive audio to 
rest with dA as a service od common concern. 

c. Establish two subcommittees under the USZB Security 
Committee -- one for technical inspections and requirements 
and <Mie for RfeD In the counter>audio field. State to chair 
the first, dA the secoi^. 

The DOD comment, prepared by Fubinl’s office, was very 
confused. State felt that it must retain Ihe chairmanship of any 
audio countermeasures committee. It preferred to retain the present 
Special Committee tmder the NSC, b\it if necessary agreed to trans- 
ferring this to 0SEB, provided it was an independent committee, not 
a subcommittee of Security. The FBI concurred generally with the 
CIA position. 

4. In June General Carter discussed this matter with Bimdy. 

He agreed that the resolution of differences of this kind appears 

to fall properly within the cogniaance of the DCI. 

3. Recent extended negotiations with Defense have resulted 
in DOD agreement to a modified CIA position. (A by-product of this 
negotiation has been the assertion by General Carroll of DLA*» 
primary role la this field, within DOJQ. J The FBI originally con- 
curred at the working level, but now asks that Its position be recorded 
as 'interposing no objection. " (V,e understand that this language is 
designed to avoid giving the appearance of supporting CIA in a dis- 
agreement with State and is not meant to limply any reservation in 
substance. ) The Department of State is still unwilling to budge on 
the matter of the committee chairmanship (explained in paragraxah 6 
below). 

The shifts which have been made in the CIA position to 
accommodate so far as possible the views of other agencies, and 
which are agreed to by DOD and are satisfactory to the FBI are: 
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a. CIA. under the authority oi the UCI. wlU establlah 
procedure 8 with the DIA and with the FBI for coordination 
of RtdD In the positive audio field. 

b. The NSC Special Coemiittee will be dissolved and. 
a new and independent audio countermeasures committee 
of the 0S1B will be established. This will be chaired by a 
ClA representative. 

(DIA supports CXA chairmanship of the parent committee, 
and we understand would oppoea State*s chairing It. ClA and DIA 
agree that the Technical and Reeearch and Develc^ment sub- 
comrrdttees of this new committee ehould be chaired at this time by 
State and CIA respectively. DIA feels however that these chair- 
manships should eventually be rotated to other agencies. Because 
of this, DIA would not agree to specific language In the Bundy letter 
as to the chairmanship of any committee other than the parent one. ) 

In addition MA agrees to consult with CIA on the use of 
audio surveillance operations by the military in non-intelligence 
investigations overseas, to the degree required to avoid undue risk 
to sensitive espionage operations. 

6. State still insists on chaixing llils proposed n&w committee. 
They base this stand on the contention €hat their experience and 
competence in counter-audio activities* including research and 
development ’’exceed those of any other agency;" that they control the 
diplomatic installatiens abroad; and that they now chair the NSC 
Special Committee. They would not oppose CIA's chairing the R&D 
subcommittee, provided State eliairs the Technical subcommittee along 
with the parent committee. 

In actual fact CIA Is planning a considerably increased 
research and development program, and Defense also has rather 
ambitious plmts In this connection. U is questionable that State will 
be in a posititm. if in fact it ever has been, to exercise s significant 
impact on new research and development efforts. As to the real 
estate involved, there are of oourse large and seneitive military head- 
quarters overseas. wWch represent a siseable commitment and one 
that can certainly lay claim to magnitude of at least the same general 
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ovd&r «• State's. Additionally* there is a feeling in various 
elements of the Government jwirhaps intangible and possibly 
unfair -- tiiat the recently revealed situation in the \^oscow 
Embassy indicates some inadequacy In €«i#ting procedures. 

7. It should be noted that the proposal for a new and independent 
USIB committee involves a matter of organization which has wider 
significance than the audio and cotmter-audio problem, itself. That 

is, thie tends to reverse in some small degree the recent trend 
toward reducing the number of USIB committees. C>n the other hand, 
this represents a major — and probably desirable — concession to 
State; and It is in fact logical ^lat this function should be overseen by 
an indepei^nt committee since It involves activities beyond the 
usual role of the Security Committee. 

8. The attached memorandum from you to Mr. Bundy 
summarizes the present position, as outlined above. It clearly 
indicates the recommendations agreed to by CIA and DOD, and ’'not 
objected to" by the FBI. State's dissent la included as an attachment. 

9. It is recommended; 

a. That you sign the attached letter to McGaorge Btindy. 

b. That you or General Carter suggest to Mr. Bundy 

that as discussed with him in June the entire matter be referred 
to the DCI for resolution, through the medium of a NSA-M, 
proposed draft of which is attached. {You will note that the 
NSAM does not designate the Chairman of the proposed new 
committee •- which is the point at issue -- since this kind of 
stipidation would probably be out of place In such a document. 

But it authorizes the DCI to establish the committee and thus 
implicitly to choose its chairman. ) 


Vs’/’ 7. lire s S' 

JOHN A. BROSS 
D/Dd/NIPE 

Atta dements: 

A, L,etter from DCI to Me George Bundy 

B. Proposed NSAM 
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Distribiation 


Ojpig & I - DCI / 
), - DDCI’^ 
1. - ExDir 
1 - DDP 
1 - DDS 
1 - ER 
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DEPUTY UNDER SECRETARY OF STATE 
FOR ADMINISTRATION 


WASHINGTON 


This document consists of 2 pages 
Number / of 5 copies, Series A. 


September l2, 1964 


TO : Mr. John A. McCone : 

Director • 

Central Intelligence Agency ^ ^ 

SUBJECT : Audio Surveillance and Countermeasures Problems ; 

Within the U. S. Intelligence Community 

REFERENCES : 1. Attached Draft of DCI memorandum to Mr. McGeorge Bundy 

2. March 12, 1964 memorandum on subject to Mr. Bundy by 

the Acting DCI 

3. April 15, 1964 memorandum on subject to Mr. Bundy by 

the Secretary of State ' ^ i 

The Department of State is in accord generally vjith the referenced 
draft memorandum; however, it does not fully concur with the recommenda- '. 
tions contained in paragraph 5c. 

The Department of State does not object to the transfer of the present 
NSC Special Committee on Audio Surveillance Countermeasures to full Committee 
status under the USIB. However, the Department of State does take exception . 
to the recommendation that CIA chair the proposed countermeasures committee 
of the USIB. The Department believes it should retain the chairmanship of - 
any inter-agency committee on audio surveillance countermeasures for the ■ 
following reasons; ^ , V ; '■ 

1. The diplomatic installations abroad Xi^hich also house the 

military attache and CIA operations are the responsibility t 
of the Department of State. 

1 . These diplomatic establishments have been and always will be ,, 

primary targets for technical penetration by the opposition. - T„. 

3. During the past 15 years the Department of State has developed 
a staff of security engineers who have a firsthand knowledge of 
the unique problems associated with audio surveillance counter- i /. 
measures. The Department of State currently has a world-wide ' // ' 

. program in fulfillment of this mission. In recognition of the , 

I 
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above, it is the Department's opinion that its experience and 
competence in the countermeasures program exceeds that of any 
other agency. • 

4. To date the Department of State has been solely responsible for 
security of all diplomatic establishments in Eastern Europe. 

The Department has initiated action within the present Committee 
on Audio Surveillance Countermeasures which has greatly enhanced 
the cooperation and coordination within the community. For ex- 
ample, the Department has invited other agencies to participate 
in the Department's Regional Technical Center in Frankfurt, and - 
thus give them an opportunity to conduct inspections and gain . 
valuable experience in Eastern Europe. 

Section 5. c provides for the establishment of two subcommittees. The 
Department does not object to this proposal. Needless to say, the Department 
is interested in knowing if it is intended that CIA chair the important . 
research and development subcommittee. 

In summary, the Department of State feels that because of its responsi- 
bility for targeted installations and its predominance of experience, it 
should chair the proposed Audio Surveillance Countermeasures Committee under 
USIB. . • 

It is requested that this memorandum expressing the views of the Depart- 
ment of State be forwarded to Mr. McGeorge Bundy at the time the attached , 
draft memorandum is finalized and sent, to Mr. Bundy, 


William J. -Crockett 


Attachment : 

Draft of DCI memorandum to Mr. 
V McGeorge Bundy 
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